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3asBnexue
Ha nogknioyeHue cyeta k Cucteme AUCTaHUMOHHOro 6aHkoBckoro obenyxusanus (Ab0)
r. Mocksa
3asBuTenb (ykasblBaeTCs Bnagenel cyera) Ten.:
[MpocuT NOgKIKYMTL cHeT Ne k Cucteme 60 NHTEpHET-KNMEHT

Cuctema anekTPOHHOrO pacyeTHo-kaccoBoro obcnyxusaHus «MHTepHeT-KnueHTt» (nanee Cuctema «MHtepHeT-KnueHT») — Cuctema B0,
ucnonb3yrolwas ang coeauHeHns ¢ baHkom ceTb MHTEpHeT (MMHWManbHas CKOpOCTb nepefaun AaHHbx He Huke 128 Kbps), knneHtckoe
nporpammHoe obecneyeHne KOTopoir yHKUMoHUpYeT Yepe3 Beb-Gpaysepsl: Microsoft Internet Explorer, Chrome, Firefox, Opera unu Safari un
yCTaHaBnmBaeTcs npu nepsom Bxoge B Cuctemy JBO.

Tapudbl, ycnosusl, npasuna paboTel ¢ nogkmovaemon Cuctemon JBO n3secTHbI M NpuHuMatoTes 3assuTenem 6e30roBopoyHo.

MameHeHus B Tapudax, ycnousx u npasunax pabotbl ¢ nogkntovaemonn Cuctemoit 16O npuHumatotes 3asButeneM 0e30roBOPOYHO B
nornHom obbeme.

3anBuTento pa3bACHEHO, YTo B cooTBeTCTBMU €O CT.428 K PO poroBopHbie oTHoweHus mexay baHkom u 3asButenem B pamkax
OBO cuuTaloTCA YCTaHOBNEHHbLIMU C MOMEHTa NOAKMYeHUs k cooTBeTcTBYloWeN Cucteme [1BO n noanncanma Akta npuema-nepegayu
B COOTBETCTBMM C NyHKTOM n1. 3.1.1 MpaBun «QMCTaHLMOHHOrO 6aHKOBCKOTO 0BCNYXUBaHUAY.

OdopmuUTb 3NEKTPOHHYIO NOANUCH Ha CreayoLLnX NPEACTaBUTENEN, BKMIOYEHHBIX B KAPTOUKY € 0bpa3Lamm nognucen™:

(cpamunus, ums, om4yecmeo)

(cpamunus, umsi, omyecmso)

* Bo3moOXHOe coyeTaHMe noanucel onpeAensieTcsi B COOTBETCTBMM C KapTo4koi oOpasuoB noanuceir. Mo GaHKOBCKMM cueTam
¢huanyecknx nuu, No KOTOpbIM KapTo4Ka 06pasLoB noanucen He ohOPMNAETCS, NMEKTPOHHAA NOANUCL OhOPMNAETCA Ha Brnafgenbua
cyeTa u/unu Ha npeacTaBUTeNs, NPeAOCTaBUBLLETO JOBEPEHHOCTb YAOCTOBEPEHHYH0 HOTapuanbHO.

fl yBegomneH O TOM, 4YTO ycnyra WHGOPMMPOBAHWUS O PACXOAHBLIX OMepauusiX CHUXKAeT BO3MOXHbLIA PUCK HACTynneHus
HeOnaronpmATHbIX AN MEHs MOCNeACTBUM, BO3HUKWIMX B pe3ynbTaTeé HenpaBOMEpHbIX AENCTBUA TPETbUX NUL C AEHEXHbIMM
cpeacTBamu, HaxoAAWMMMUCA Ha NoAKNoYeHHbIX kK Cucteme B0 cyerax.

3assuTenb Npocut NOGKAYUMBb / He NOOKIYamb ycnyry MHPOPMMPOBAHMA O PACXOMHbIX OnepaLmsx
(HyxHOe obsecmu)

I:l - CMC coobLueHns Ha TenedoHHbIN HoMep 1
O CokpalLeHHbI opmat CMC 2

O PacLlumpenHbin hopmat CMC 3

- OnekTpoHHas nouta (e-mail): 4

MpunoxeHue:
- nognucanHble Mpasuna «ucTaHynoHHOro 6aHKOBCKOro 06CIyXMBAHMSY.
- Mpasuna «Mcnonb3osanus CK3M u 3MM» (noanucaHHble kaxabiM BliagensLem cepTudukata kntova Ofl).

3asiButenb ( )
(nodnucs) (pacwugpposka)

M.M.

OTMETKW BAHKA

MonHoMouus 3asBUTENS Ha PACMOPSIKEHNE JEHEXHBIMM MogxmtounTs cyet k Cucteme 6O cornacHo 3asBneHuo
cpeacTBamu Ha cyete KnmeHta nposepun

[upekTop cunuana

( ) / icakos U.B. /
M.I1.

' lonyckaeTcs yka3aTb TOMbKO OAMH HOMEP TenedoHa 1 BblGpaTh TONBKO OAMH W3 Yka3aHHbIX ()opMaToB

2 B cokpaLLeHHom hopmate B CMC yka3biBatoTCs TONMbKO CyMMbl PACXOAHbIX NNaTEXHbIX AOKYMEHTOB

3 B pacwmperHoM dopmate B CMC yka3biBatoTcs CyMMbl B pa3pe3e nonyyateneil

4 PekomeHayeTcs 1Cnonb30BaTh OTAENbHbI 3NEKTPOHHbIN afpec Ans Nony4eHns MHhopmaLm 06 onepaumsx






MPABUNA OUCTAHLUWOHHOIO BAHKOBCKOIO OBCIYXUBAHUA
1. UCNONBb3YEMbIE MOHATUA U TEPMWUHbI

HoroBop - norosop npucoeanHenus B cootsetcTaum co c1.428 'K P® mexpy «CeBepHbivt HapogHbi Bank» (AO) (pnanee bank) n Knuentom,
cocToswmn u3 HacrosAwmx MpaBun ¢ COOTBETCTBYHOWMMM NpunoxeHuamMu n 3aaBnelna «Ha noaknoyeHne cyeta k Cucteme ANCTaAHLIMOHHOIO
©aHKOBCKOro obcnyxnBaHusy.

KnueHT - ropuguyeckoe nuuo, WHAMBUAYaNbHble NpeanpuHUMaTenb, ¢usmnyeckoe nuuo, GU3nYeckoe NULO, 3aHUMaloweecs B
YCTaHOBNEHHOM 3aKoHoaaTenbcTBOM Poccuiickon ®efepaumu nopsake YacTHOW NPAKTUKOMW, 3akntoumBluee ¢ 6aHKOM AOroBop 06 OTKPbITUM
cyeTa COOTBETCTBYIOLIEro BUAA, N0 koTopoMy BaHkom npepocTaBnsieTcs ycnyra [JUcTaHUMOHHOTO 6aHKOBCKOro 06CnyXuBaHus.

Cuctema aucraHumonHoro 6HankoBckoro obcnyxusanus (nanee Cuctema [BO) - kopnopaTueHas uHdopmaunoHHas Cuctema batka,
npeacTaBnstowas cobor COBOKYMHOCTb NPOrpaMMHO-annapaTHbIX CPeACTB, YCTaHaBnnBaeMblx y KnueHTa vy baHka ¢ Lienblo opraHu3aumm aneKTpOHHOro
[OKYMEHTO060pOTa C BO3MOXHOCTbIO aBTOMAaTW3aLMM pacyeToB nocpeactBom o6pabotkm 3[, mognucaHus ux O u nposepkn 3N (3NEKTPOHHOTO
pacyeTHO-KaccoBoro 0becnyxmBaxms).

Cuctema 3MeKTPOHHOIO pacyeTHO-kaccoBoro obcnyxmBanus «MHtepHeT-Knnent» (ganee Cuctema «WHtepHet-Knuent») — Cuctema [BO,
ncnonb3ylowas ansa coeauHeHns ¢ baHkom ceTb VIHTepHeT (MUHUManbHas CKOpOCTb Nepedayyn AaHHbIX He Hike 128 Kbps), knueHTCkoe nporpammHoe
obecneyeHne koTopomn (yHKLMOHWPYeT yepe3 Beb-6paysepel: Microsoft Internet Explorer, Chrome, Firefox, Opera wunu Safari n yctaHaenmsaeTcs npu
nepaom Bxoge B cuctemy (URL-agpec caitta Cuctemsl https://dbo.sevnb.ru).

Pa6oTa knueHTckoro mporpammHoro obecneverust Cuctembl 6O obecneunBaeTcs B OnepauMoHHbIX Cpedax, KoTopble MopdepxmBatoT paboTy
Bpaysepos Microsoft Internet Explorer, Chrome, Firefox, Opera unu Safari npu ncnonb308aHuu NULEH3NOHHOTO NPOrPaMMHOr0 0BecneyeHns 1 HacTpolike
OMepaLMOHHON CUCTEMbI, JOMOMHUTENbHBIX KOMMOHEHTOB, MOMWTMKM 6€30macHOCTW B COOTBETCTBMM C TpebosaHmsmu cormacHo [lpunoxenuio 1 Kk
HacTosiwmm Mpasunam. B cnyyae ucnonb3oBaHus onepaumoHHoi cuctemsl cemeiictsa Windows Bepcust gomkHa 6biTb He Hinke 7. OBs3aTensHO Hanuune
YCTPOMCTBA N5 MOAKITIOYEHUS KItoueBoro Hocutens - nopta USB He Hnke 2.0. PaboTa knueHTckoro nporpammuoro o6ecneyenns Cuctembl 450 B MHbIx
cucTeMax NoAAepXMBaETCS Npu YCrnoBuu cosmectTumocTu ¢ Cuctemoii 1B0O.

Mog obpabotkon I noHumaetcs otnpaska O[] KnueHtom, oTnpaska noaTeepxaeHuin Ha npuHsaTble baxkom 3L KnueHTa, BbiBog O[] Ha nevatsb u ap.

be3onacHocTb MHGOPMaLMM — COCTOSIHME WHAPOPMALK, NHPOPMALMOHHBIX PECYPCOB M MH(OPMALMOHHBIX CUCTEM, NPK KOTOPOM obecneunBaeTcs
3aWwmTa MHGOpMaUMM (OaHHbIX) OT YTEYKM, XMLIEHMS, YTpaThbl, HECAHKLMOHMPOBAHHOTO YHUUYTOXEHWS, KOMMPOBaHWS, GMOKMPOBKM, HapyLLEHWs
KOH(MAEHLMANBHOCTH, JOCTYMHOCTW, JOCTOBEPHOCTW U T.N.; COCTOSHWE 3aLMLLEHHOCTM MHGopMaLun, obpabaTbiBaeMoi CpeacTBamMmn BbIYMCAMTENBHOM
TEXHWKA U aBTOMATU3NPOBAHHOM CUCTEMBI OT BHYTPEHHMX W BHELLHMX Yrpo3.

[JocTtoBepHOCTb MHGOPMaLMK — COCTOSHWE WHAOPMaLMK, MHAOPMALMOHHBIX PECYPCOB 1 MHAOPMALMOHHBIX CUCTEM, NpK kKoTopom obecneunBaeTcs
OTCYTCTBUE UCKAXEHWS, MOANMDUKALIMK, NOAAENKN, U MUHOTO M3MEHEHNS MHGIOPMALIM NULIAMM, HE UMEIOLLMMU COOTBETCTBYHOLLMX MOMHOMOYMIA.

ONEKTPOHHbIN [OKYMEHT (aanee Of1) — BOKYMEHTMPOBaHHasH MHOPMaLKS, NpeaCTaBNeHHas B SNEKTPOHHON (hOpMe, TO ecTb B BUAE, NPUTOZHOM Anst
BOCMPUATMS YETOBEKOM C UCTIONb30BAHMEM SMIEKTPOHHBIX BbIYMCAMTENBHBIX MALLMH, @ Takke 415 nepeaayqn no MHPOPMaLMOHHO-TENEKOMMYHUKALMOHHBIM
ceTam unn 06paboTku B MHGOPMALMOHHBIX ciucTemax. B Cucteme B0 nog anekTpoHHbIMM JOKYMEHTaMIU MOHAMAIOTCS OPOPMITEHHbIE B COOTBETCTBUN C
TpeboBaHuammu LieHtpanbHoro 6aHka PO nnatexHble AOKyMEHTbI M cornacoBaHHble CTOpOHaMM LOKYMEHTbI, HeOBXoaUMble Ans pacyeTHO-KacCoBOrO
00cnyX1BaHWs 1 BaNKOTHOTO KOHTPONS.

OnekTpoHHas nognuck (aanee M) — uHGoOpMaLmMs B ANEKTPOHHON hopme, KOTopasi MPUCOEAMHEHA K APYron MHGOPMaLMKM B 3NEKTPOHHON hopmMe
(nognucbiBaeMo MHGOPMALWKM) UK MHBIM 06pa3oM CBS3aHa C TaKoW MH(OPMALMER 1 KOTOpas UCTONb3yeTes ANs ONpeaeneHus nnua, NoANMUCHIBaLLEro
MHopmaLuio. B cooTBETCTBUN C BMOAMM SMEKTPOHHOIA NOAMMCH, YCTAHOBREHHbIMM ®eaepanbHbiM 3akoHoM OT «6» anpens 2011 roga Ne63-03 «06
3MEKTPOHHONM noanucyy (fanee — 3akoH) B HacToswmx Mpasunax nog Ol NOHUMAETCS M UCTONb3YETCA B CUCTEME SMEKTPOHHBLIX pacyeToB yCUNeHHas
HeKBanMULMPOBaHHas aNEKTPOHHAS MOAMMCH, KOTOPas NoMyYeHa B pesynbTaTe KpunTorpaduieckoro npeobpasoBaHus MHGOPMaLMKM C UCMONb30BAHUEM
KMtoya SNEKTPOHHOM NOANMCH; NO3BONSET ONPEAENUTL NULO, NOANMNCABLLEE 3NEKTPOHHbI OKYMEHT; N03BONSET 0OHAPYXNTb (haKT BHECEHWS U3MEHEHMIA B
3NEKTPOHHBIIA LJOKYMEHT MOCAE €ro NOANUCaHMS; CO3AAETCA C UCMONb30BAHEM CPEACTB 3MIEKTPOHHOM NOLMMCH.

Yooctosepstowmii ueHTp (aanee YL) — BaHk, ocyllecTBRstoWmMiA (yHKLMM NO 3aBEPEHU0 cepTudmMKkaToB kntoven npoepku MM, a Takke MHbIX
(OYHKUMIA, NpesyCMOTPEHHBIX 3aKOHOM.

YNonHOMOYEHHOEe NMLO  (afMWHWCTPATOP) YAOCTOBEPAIWEr0 LEeHTpa — (u3ndeckoe nuuo, siensioleecs paboTHukom YL u HapeneHHoe
MOMHOMOYMSIMI MO 3aBEPEHUI0 CepTM(UKATOB Kitoden npoeepku Ol M OT3bIBY CEPTUCMUKATOB KMoYeih npoBepku M1, a Takke MHbIMA MOMHOMOYUSMMU,
npeaycMOTPEHHBIMM AEACTBYHOLMM 3aKOHOAATENLCTBOM.

Cpencrsa YL — nporpamMmmHble 1 (1nu) annapatHble CPEACTBa, UCMoMNb3yemble 415 peanuaauun dyHkumi YL,

Cpezcteo kpunTorpaduyeckoit 3awmTbl idopmaunm (nanee CK3M) — npeaHasHayeHo Ans aneKTPOHHOM noanucu anmos ¢ LIENbI NOATBEPKAEHMS
NOANMHHOCTA MH(OPMaLMM M ee aBTOpCTBA U LuMG)POBaHMS 3TUX (DalmnoB Mpu nepegaye MO OTKPLITHIM KaHanam CBA3W Ans obecneyeHus
KOH(MAEHLNANBHOCTH.

Cpeacrea 3 - CK3W, ncnonb3ayemble ans peanusaum xots 6bl 04HOI 13 cregyiowmx dyHkumii — cosaanme 3l, nposepka M, co3gaHune CEeKPETHOro
kntova 3l v kntova nposepku .

Bnageneu ceptudmkata kntova npoeepku Al — manyeckoe NULO, SBNSIOLLEECS BNagenbLem cHeTa unn (usndeckoe NnLo, 4eCTBYIOLEE OT MMEHM
Bnajenbla cyeta, obnaparoliee NpaBoOM PacropsiKeHUst AEHEXHbIMU CPeACcTBamMu C MPaBOM NOAMMCK (PUHAHCOBBLIX [OKYMEHTOB, KOTOpPOE BrageeTr
COOTBETCTBYIOLUMM CEKpeTHbIM KrtoyoM I, nossonswowmM ¢ nomowbto cpegcts Il cosgasatb Ol B aneKTPOHHbIX AOKYMeHTax (nognuckisate Of1)
KOTOPOMY B YCTaHOBIIEHHOM MOPsiAKe 3aBEPEH CepTUdMKaT Krtoya nposepku I,

KntoyeBoit HocUTenb — MaLUMHHbIA HOCUTENb MHGOPMAaLMK (SMEKTPOHHBIA naeHTUdmkaTop Rutoken, MMEOLLMIA HOMBMAYaNbHbIA CEPUHBIA HOMEP),
COAEpXaLLMin CEKPETHBIN Krtoy 1.

Kntoy 31 (cekpeTHbin kntod OM) — yHUKanbHas nocnegoBaTeNlbHOCTb CUMBOSOB, NPeAHas3HadYeHHas ans cosganus .

Kntoy nposepkn 3l — yHUKanbHas MOCNEAOBaTENbHOCTb CYMBONIOB, OAHO3HAYHO CBS3aHHAs C CeKpeTHbIM kroyom Ol M npegHasHaveHHas ans
npoBepku nognHHocTyn .

[eHepaums kntoya — onepauus, npeaycmotpeHHas CK3W, peaynbTaTtom KOTOPoW sBnsieTcs BblpaboTka CekpeTHOro kntoda Jl, knoya nposepkm 1.

PekBM3NUTbI NEPCOHANBbHOTO Napons — YHUKANbHbIE MOCNELO0BATENbHOCTY CUMBOJIOB (NTOMMH, MAPONb M UAEHTUGNKATOP), TeHepUpyeMble Ans Kakaoro
Monb3oBatens KnueHTa, Gnarogaps KOTOPbIM CTAHOBMTCS BO3MOXHbIM Bxof [onb3osatenst B Cuctemy «MHTepHeT-KnuneHT» n camocTosTenbHas
reHepauus Monb3oBatenem cekpeTHoro kmtoya Al umm goctyn B HOPMaLMOHHBINA cepauc.

Ceptudmkat kntoya nposepku A — SMEKTPOHHbIA OKYMEHT, nognucarHblid Il ynonHomouveHHoro nuya YL, nnn JokyMeHT Ha BymaxHOM HocuTene,
BblgaHHble YL 1 nogTBepxaatoLLme npuHagnexHocTb kntova nposepku MM BnagensLy ceptudmnkata koya nposepkn 1.

MonTBepxaenne noanuuHoctn Ol (aanee nposepka M) — NONOXUTENbBHLIN pe3ynbTaT NpoBepkn cpeactBoM 3l € UCMONb30BaHWEM CepTudmkaTa
kntova nposepkn AN npuHagnexHoctn Ol B 3MEKTPOHHOM [OKyMEHTe Brafenbly cepTudukata kntova npoeepku Ol W OTCYTCTBUSI UCKAXEHWIA B
NOANMCaHHOM AaHHoi Ol SNEKTPOHHOM JOKYMEHTE.

KomnpomeTaums cekpeTHbix knwoyein O — yTpaTta cekpeTHbIX Kntouei Ol u (Mnn) kntoueBbiX HOcuTenen (B TOM 4MCEe C WX MOCTeayoLwmm
obHapyxeHnem), XuLieHre, pasrialleHne, HeCaHKLMOHMPOBaHHOE KONMpOBaHWe, Nepeaaya ux no JIMHWM CBA3M B OTKPLITOM BUAE, YBOMbHEHWNE COTPYAHMKA
— BnajenbLa cepTudunkara knoya nposepku M, 3apaxeHune BUPYCOM KOMMbIOTEPA, Ha KOTOPOM (hyHKLMOHMPYIOT cpeacTa Ol, unu obHapyxeHne Ha Hem




BPEOHOCHBIX Nporpamm, a Takke nobble Apyrie Buabl HapylleHus 6e30nacHoCTU MHGOopMaLmMK, B pesynbTaTe KOTOPbIX CEKpeTHble kntoun A1 mMoryT
CTaTb AOCTYNHbIMW HECAHKLIMOHMPOBAHHbIM NKLAM W (Unk) npoLeccam.

WHdopmaLmoHHbIi cepuc — cepuc foctyna Knuenta k cucteme «MHTEPHET-KNNEHT» C BO3MOXHOCTLIO MPOCMOTPA BbIMMCKM MO MOAKMOYEHHBIM K
cUCTEME cYeTaM, a Takke BO3MOXHOCTb 3anpoca BbiNuCKA. BO3MOXHOCTb CoBepLUAaTh pacXoaHble onepaLmn No pacHeTHOMY CYETY, a Takke 0B MeHWBaTbCS
NHopmaLmen ¢ BaHkom NocpeacTBOM NPOM3BOSbHbBIX JOKYMEHTOB OTCYTCTBYET, Hannume USB nopTa u ncnonb3osanue kntoden Al He Tpebyetcs.

[onb3oBatenb — yNONHOMOYEHHOE NULO KneHTa, KOTOPOMY Ha OCHOBaHUW NpeoCcTaBNeHHOro B baHk 3asBneHus Ha nogkmnoueHue cyeta k Cucteme
JB0 nnu 3asBneHus Ha NOAKMIYEHNE AONONMHMTENBHBIX Nonb3oBaTenen (Mpunoxerue 2) npegocTtasneH goctyn k Cucteme [160.

OnepatvBHoe MHGOPMMPOBAHWE O PacxodHbIx onepauunsx — becnnartHas ycnyra, 3akntovarowascsa B otnpaske CMC-coobuieHuin u (unn) coobieHuit
MO 3MEKTPOHHOM MOYTE, COAEPXALUMX PEKBU3UTHI MNATEXHbIX AOKYMEHTOB MO PacxXofHbiM onepauusm. [ofKniOYeHWe YChyru OCyLLECTBASETCS Ha
OCHOBaHMM 3asiBfieHNs 0 NPUCOEANHEHUM K HacTosWMM paBunam Unm Ha ocHoBaHUM 3asBneHNs Ha nogkoyerue (Mpunoxenne 3), KOTOPOE COAEPXUT
napameTpbl MH(POPMUPOBaHUS (HOMEp TenedoHa, aapec SMNEKTPOHHOWM MouThbl, dopmat coobuieHuit). OTKMoYeHUe OT YCyru OCYLLECTBASETCS Ha
0CHOBaHUK 3asBneHns Ha OTKItoYeHme (B MPOW3BONbHON (opMe).

2. NPEOMET [IOrOBOPA

2.1. Hacroswum [loroBopom CTOPOHbI MPU3HAIOT HOPUAUYECKYIO CUITY ANEKTPOHHBIX AOKYMEHTOB, nognucanHbix Ol cooteTcTBytowen CTOPOHbI C
ncronb3oBaHnem cpeacte  Jl1, CO3AaHHbIX B COOTBETCTBUWM C AEACTBYIOLWMM 3aKOHOAATENbCTBOM 06 3MEKTPOHHOM MOANMCU U CPeACTBaxX
KpUnTorpaguueckon 3aLmTbl HopMaLmm.

2.2. B Cucteme [1BO npuHMMAIOTCS K UCMONHEHNIO PACNOPSIKEHWUSI O MEPeBOAE AEHEXHbIX CPeacTB, ohOpPMIEHHbIE B COOTBETCTBUM C
[eiCTBYIOWMM 3aKOHOAATeNIb,CTBOM U HeobXoAMMbIe AnA npoBedeHWs onepauuii no cyetam KnueHta. [InA npoBeaeHWs onepaumii no cyety
KnueHta, oTkpbiTomy B BaHke, ucnonb3ylTcsi nosnHodopMaTHbie 3NEKTPOHHble AOKYMEHTbl, COAepXaliMe BCe PEeKBU3NTbI NNATeXHOro
[OKYMeHTa Ha bymaxxHOM HocuTene.

Mpu o6ecnyxusaHum B Cucteme B0 BantoTHbIX c4eToB KnueHTa, CTopoHamu fonyckaeTcsi 06MeH aneKTPOHHbIMM JOKyMEHTaMu, 0hopMIsieMbIMU NPy
COBEPLLEHUN BamioTHbIX Onepauuii B COOTBETCTBIAM C HaHKOBCKMM 3aKOHO4ATENbCTBOM W 3aKOHOAATENbCTBOM O BanKOTHOW PErynupoBaHuv W BamoTHOM
KOHTpOre.

2.3. dopmat 3neKTpPOHHbIX JOKYMEHTOB onpeaensetcs baHkom u nepepaetcs KnueHTy BmecTe ¢ nporpammHbiM obecnedeHnem Cuctembl BO.

2.4. B Cucreme IO baHKOM He NpUHAMAIOTCS K UCMONHeHUo Ofl, HanpaBneHHble Ha BO3HUKHOBEHME, NPEKpaLLeHre, U3MeHeHNe Mexay baHkom u
KnneHTom nHbIx 0653aTenbCTB, HE OrOBOPEHHBIX HAcTosLMMY [NpaBunamm.

He npuHumaloTCsi CKaHMPOBaHHbIE KONMM JOKYMEHTOB, KOTOPbIE AOMKHbLI ObITh NpeAcTaBneHbl B KONUAX 3aBEPEHHbIX B COOTBETCTBUMU C
DOeWCTBYIOWMM 3aKoHOAaTeNnbLCTBOM. UckntoyeHne coCTaBNAT CKaHUPOBaHHbIE KOMWU [AOKYMEHTOB, 00A3aHHOCTb NPEeAOCTaBNIeHUsI KOTOPbIX
npeaycMOTpeHa AeNCTBYIOLLUM 3aKOHOAATENILCTBOM.

2.5. OneKTpoHHbIE AOKYMEHTbI, NpuHsATLIE BaHkom Ao 16.00 Y. N0 MOCKOBCKOMY BPEMEHM, CHUTAIOTCS MOCTYNMBLUMMM B NPeAenax onepauyuoHHOro
[OHs. ONEKTPOHHble AOKyMEHTbI, nocTynueLe nocne 16.00 4, cunTatoTcs NOCTYNMBLUMMMW Ha CreayHoLLWIA ONepaLnoHHbIn AeHb. BpemeHem otnpasku (1nm
nonyyexns) dannos O[] ABnseTcs Bpems 3aBepLueHus onepaumm 3anucn O[] B 6asy aaHHbIX.

2.6. Wcnonbayemein B Cucteme B0 cepTudpmkat kntoua nposepkn 3l gorkeH ObiTb co3maH uckmioumutensHo cpepctsamu 3N, MCNONb3yeMbiMi B
panHoit Cucteme B0 (ans obecneyeHns NporpaMMHON M TEXHOMOTMYECKON COBMECTUMOCTH).

2.7. CropoHbl npuaHaioT, yto cpeacTa YL u cpeactea Ol, npumeHsembie B Cucteme [BO, npu ux ncnonb3oBaHWM B COOTBETCTBUM C MEPaMU MO
obecneyennto besonacHocTy MHopMaLWKM, NPeayCMOTPEHHbIMM B HacTosAWuX MpaBunax, He HapyLalT JOCTOBEPHOCTL MHGopMaLmu, obpabaTtbiBaemMoit
C X MOMOLLbIO.

2.8. lMepefaya KHYEBOTO HOCUTENS U PEKBU3UTOB MEPCOHANBHOIO Mapons NPOM3BOAUTCS HEMOCPELCTBEHHO MULY, YKa3aHHOMY B 3asIBMEHUM Ha
NOAKMIOYEHNe cyeTa (3asBneHun Ha noakmnioyeHne nonb3osatens) k Cucteme OB60. KntoueBoit HocuTenb Ha Kaxgoe uanyeckoe NnLO BblgaeTcs B
€OMHCTBEHHOM 3k3emnnsipe. ObnagaHne ofHUM (U3MYECKUM TULOM HECKOMbKMMU CEKPETHbIMM kntovamu Al ¢ npaBom nognuck 31 He ponyckaeTcs.

2.9. ®opmupoBaHue cekpeTHbix Kroyeir I KnneHTa nponsBoguTCs MCKMHOUMTENBHO CaMuM KnneHToM, Takum 00pasoM, 4TO eQMHCTBEHHbLIM
BnazenbLem cekpeTHoro kriova Al sBnseTcs nuuo, ero ccopmupoBasLuee. CBeaeHus o cekpeTHom kntode 3NN B BaHke oTcyTCTBYIOT. Knioun npoBepku
OlN, xpaHsiwmecs B baHke, He MOryT BbITb MCNONb30BaHbI 4715 nognucy S unn BOCCTaHOBMEHNS (BbIYMUCIIEHMS) CreHepUPOBaHHbIX KIMEHTOM CeKpeTHbIX
kntoven .

2.10. Topkntouerue kaxporo cyeta Knuenta k Cucteme [BO npousBoamnTcs Ha OCHOBaHWW OTAeNbHOro 3aseneHns «Ha noakntoueHme cueta K
CucTeme aucTaHUMoHHOro 6aHKOBCKOrO 06CMYXUBAHUSY.

2.11. B Cucreme [ABO He yCTaHOBMEHbI OrpaHMYeHust no napameTpam onepauui npu HanpaeneHun O. KnueHT MOXET yCTaHOBWUTb NepeyveHb
orpaHuyeHnin npu pabote ¢ cuctemon «MHTEPHET-KNUEHT, 3anoNHWB 3asBNIEHNE Ha YCTaHOBKY OrpaHWYeHuid B cucTeMe OUCTaHLMOHHOMO BaHKOBCKOro
obenyxmeanus (ABO) (Mpunoxerne 4). OrpaHnyeHUs Ha onepaLmn HauMHaOT 4EeNCTBOBATb HE paHee BTOPOro OMEepaLMOHHOrO AHs Nocre perucrpaum
3asBneHus B baHke.

2.12. TpwnocTtaHoBneHne/Bo3obHoBNEHNE obcnyxuBanns cueta B Cucteme 16O ocywectensietcs baHkom no 3assnenuio Knuenta (Mpunoxenue 6,7)
B NMOpPsAKe, NpeayCMOTPEHHOM HACTOSLLMMW npaBunami. B nepuoa npuoctaHoBneHns komuceus 3a obcnyxueanms cyeta B Cucteme BO baHkom He
B3MMAETCs, 33 UCKMOYEHNEM MECALEB, B KOTOPbIX BbinW nofgaHbl 3asBMNEHWs O NPUOCTaHOBMEHM/BO30OHOBNEHUM obcnyxuBaHus cyeta B Cucteme.
MepecyeT KOMMCCUM 3a MECSIL], B KOTOPOM BbINIo NOAaHO 3asBreHne O NPUOCTaHOBNEHUI/BO30BHOBNEHUN 0BCTyXMBaHMs cyeTa B cucTeme 160, baHkom
He Npou3BoAMTCS U ynnayusaetcs KnneHTom B NonHOM pasmepe.

3. OBA3ATENbCTBA CTOPOH

3.1. BaHk 0b6sa3yercs:
3.1.1. Tepenatb KnneHTy no AKTy npuema-nepegayn npu NoAKMOYEHNN;

3.1.1.1. 3apeructpupoBaHHblit B Cucteme «MHTepHeT-KnueHT» Hocutens kntova 3rT;!

3.1.1.2. PekBu3NTbI NEPCOHANBHOMO Napons.

3.1.2. XpaHuTb He MeHee Tpex NeT Matepuarsl no npeameTy [lorosopa 4ns paspeLleHnst CNopoB, B TOM YuCre:

3.1.2.1. ®ainel 3], nonyyeHHble ot KnuenTa.

3.1.2.2. CepTudmkar kntova nposepku 3N B GymaxHoM Buae v B hopMe 3NEKTPOHHOTO AOKYMEHTA.

3.1.3. TpuHnumaTth Kk ucnonHeHno 3, NOAMMHHOCTL KOTOPbIX NOATBEPXAEHA MONOXUTENBHBIM pe3ynbTaToM nposepku Ol KnneHTa, 3a UCKIIoYEHNEM
crnyyaes, OroBopeHHbIX n. 3.3. HacToswmx Mpasun.

3.1.4. HemepnneHHo coobLumuTb KnueHTy 0 chakte He MOATBepKAEeHUS noanuHHocTy ero M, nocpeacteom yegomnerus B Cucteme [60.

3.1.5. WHdopmuposats Knuenta nocpeacteom Cuctembl JBO 0 npuHATMM (HEMPUHATWAM) OOKYMEHTOB B 9MEKTPOHHOM BWAE C YyKasaHueM B
YBEOOMIIEHUM AaTbl OTNPABMEHNS W AATON NPUHATUS (HENPUHATIS) COODLLEHUS, MPUYMHON OTKa3a B NPUHATUM.

3.1.6. MHdopmuposaTh KnneHTa 0 npoBedeHHbIX MO CHETY onepauusx, B TOM Yucre ¢ ucnonb3osaHmem Of, nyTem Hanpaenerus no Cucteme B0
3NEKTPOHHON BbINWUCKM Ha CReLyIOLLMI OnepaLMoHHbIN AeHb, CriesyioLmii 3a aHeM nepeaaym 3 B bank, nocne 9.30 ytpa.

3.1.7. TpuocTaHoBUTL/BO306HOBUTL 06CYXMBaHWe cyeTa B Cucteme [ABO Ha cnepytoLmin AeHb CO AHS ykasaHHOro B 3asiBneHun KnneHTa B nopsgke,
npeaycMOTPEHHOM HacTosLuMM MpaBunamu.

1
B cnyyae ncnonb3oBaHUA KAMEHTOM MH¢OpMaLJMOHHOFO cepBUCa HOCUTENDb KNKOYa 30N He nepenaeTca



3.2. KnueHT 06s3yetcs:
3.2.1. 3HaKOMUTLCH C M3MEHEHMAMM W [OMONHEHUsIMU, BHECEHHbIMU B HacToswue [Mpasuna n Tapudbl baHka, akTyanbHOM 3kcniyaTaluoHHOM

pokymeHTauuen Cuctembl 160. He pexe ogHoro pasa B kaneHgapHom mecsue obpallatbes B baHk unu Ha cant banka www.sevnb.ru ans nonyyeHns
NHEOPMALMM O BHECEHHbIX M3MEHEHUsX B HacToswme Mpasuna u Tapudbl. Mpu Hecornacum ¢ BHECEHHbIMM U3MeHeHUAMM KnneHT yBegoMnseT 06 aTom
BaHk B n1CbMEeHHOI hopMe B TeYeHWe 5-T1 AHEN C MOMEHTa 03HaKOMITEHU.

3.2.2. Cobrniopatb ycTaHoBNEHHbIe bankom hopmaTthbl L.

3.2.3. Cobrniopatb pernameHT otnpasku 3.

3.2.4. WckniouuTb JOCTYN K KIIOYEBOMY HOCUTENIO U PekBM3NTaM NepcoHanbHOro Napons HeynomHOMOYEHHBIX ML,

3.2.5. He nepepnasatb, He KONMPOBaTh, HE pa3rnallaTh CEKPETHbIN kntod Al TpeTbUM NuLam.

3.2.5.1. He nepepaBatb KnioyeBoit HOCUTENb TPETLUM NALIAM U HE COBEPLLATb C HAM MHbE AENCTBUS, BeKyLMe HacTynneHue aagMUHUCTPaTUBHOM
WNW YrOrOBHOW OTBETCTBEHHOCTH, B TOM YMCne npedycMoTpeHHon cT. 187 YK PO.

3.2.6. KnneHT camoCTosATENbHO OCYLLECTBNSIET YCTAHOBKY M HacTpoiky Cuctembl [B0, a Takke nocneaytoLLyto reHepaLmio cekpeTHoro kntova Ol Ha
npuHaanexaliem emy obopyaoBaHNUM, COrNacHO NoMb30BaTENLCKON AOKYMEHTaLWM.

3.2.6.1. Hoctyn k gokymeHTaumm Cuctembl «HTEpHET-KNneHT» ocyLlecTBnsieTcs nocpeacTeom canta https://dbo.sevnb.ru.

3.2.7. O6HoBNATL kOMNOHEHTbI Cuctemsbl BO.

3.2.8. MpuHatb mepbl no obecneyeHno 6HesonacHocT WHopmauun, obpabaTbiBaemoit nocpeacTBoM coctasnstowmx  Cuctemsl  [BO,
PacronoXeHHbIX Ha ero TEPPUTOPUM, HE MPOTUBOPEYalUMe AEHCTBYIOLIEMY 3aKOHOAATEMNbCTBY M NOMOXKEHUAM HacToswwx [Mpasun, AocTaTouHble ANs
HeJONYLLEHNS W (Mnu) HeMTpanu3aLum NoCNeaCTBIUA PUCKOB, YkasaHHbIX B NyHKTe 6.3 HacToswwmx Mpasun.

3.2.9. PaccmatpuBath BClo MH(hopMaLmio, MonyyeHHyto oT baHka B xoge BbinonHeHus [lorosopa, (3a UCKMIoYEHEM CBEAEHUI, JOCTYN K KOTOPbIM He
MOXeT ObITb OrpaHMYeH B COOTBETCTBUM C 3aKOHOAATENbCTBOM) Kak KOH(MAEHLManbHY0 M He MCMonb30BaTb €e B LensX WHbIX, YeM OnpedeneHo
ycnosusimu [lorosopa.

3.2.10. Ob6s3aTenbCTBa MO COXPAHEHWIO KOH(UAEHLMANBHOCT UMEIOT CUAY MOCHe UCTEYEHUs Cpoka gencteus [loroBopa UmM ero JOCPOYHOrO
PaCTOPXEHWS B TEYEHWE NOCTIEAYIOLMX TPEX NeET.

3.2.11. Tlpu He noaTteepxaeHuu nognuHHocTy Ol nonyyeHHbix 13 banka O, coxpaHUTb 9TU JOKYMEHTbI C OHOBPEMEHHbBIM coobLieHemM 06 3ToM B
baHk.

3.2.12. Tlpu BO3HMKHOBEHUW CrIOPOB, CBS3aHHbIX C Kcrmonb3oBaHueM Cuctembl [1BO, npepgocTaBnsTb Mo NUCbMEHHOMY 3anpocy baHka Bce
HeobxoauMble AOKYMEHTbI.

3.2.13. HemeaneHHo yBegomutb BaHK 0 npekpalyeHny NonHOMOuMA BnadensLa ceptudmkata kioya nposepku Ol W He OCyLIECTBNATb OTNPaBky B
Bank 3[1, nognucanHbIx O BnagenbLa cepTudmkata knoya nposepkn M, He 0bnagatoLlero COOTBETCTBYHOLLMMM NONTHOMOYUAMM.

3.2.14. He pexe ogHoro pasa B TeueHue paboyero AHS NpoBepsiTb ucronHeHue bankom nmnatexHbix 3 v npoBefeHWe onepauuii no cuyerty B
COOTBETCTBMM C MH(OPMaLMEN, NPeACTaBNeHHON BaHkoM B COOTBETCTBUM C MyHKTOM M. 3.1.6 unu cofepxalleics B CaMOCTOATENBbHO 3anpalLvMBaeMon
Knnentom Bbinucke no Cucteme JB60.

3.2.15. He nepepaBatb knueHTckoe nporpammHoe obecnevenne Cuctemsl 60 1 npasa no [loroopy TpeTbuM nuuam.

3.2.16. B cnyyae komnpomeTaumu cekpeTHbX Knoueinr Jl, a Takke npu BO3HWKHOBEHUM MOAO3PEHMIA O BO3MOXHOM HapylleHnn Ge3onacHocTu
Cucrembl [1B0:

3.2.16.1. HemepneHHo coobuwmtb 06 atom B YL BaHka no tenedonam 40-97-07, 40-97-03, 40-95-95, 40-97-25 unm ABUTLCA NUYHO, NOCIE Yero B
WUCTIONHEHUN BCEX 3NEKTPOHHbLIX AOKYMeHTOB KnueHTa, nepefdaHHbIX no cucteme MHTepHeT-KnueHT, Byger oTkasaHo. Jliobas uHpopmauus,
nepepaHHas Knuentom no Cucreme 16O ¢ ucnonb3oBaHMeM CKOMNPOMETUPOBAHHBIX CEKPETHbIX Kntouein Ol Bankom, UrHopupyetcst. BosobHoBneHne
paboTbl B Cucteme IBO BO3MOXHO TOMBKO C CaHKUmu baHka nocne Bblgayum KnneHTy HoBbIX Kntodein O,

3.2.16.2. Tpencrasntb B BaHk MUCbMEHHOE YBEOOMMEHWE, COOEpKallee M3NOXEHUe OBCTOATENbCTB, OTHOCALMXCA K CRyyat KOMMpomeTauuu
kntoyeit M unm Nogo3peHnin 0 BO3MOXHOM HapyLieHun 6eonacHocTi Cuctemsl B0, a Takke 3asBneHne 06 0T3biBe COOTBETCTBYIOLMX CEPTUUKATOB
kntoven nposepku 3l (Mpunoxerue 5).

3.2.17. KnueHT 0bs3yetcs ucnonb3oBath cpeactsa A n obecneunts BbinonHeHue Monb3oBaTensimMm B COOTBETCTBAN C NPpaBUiaMi NOMb30BaHMS
UMW 1 nonoxeHnsamu [lorosopa, a Takke MpuHAMaTb Mepbl Mo obecneveHuio 6esonacHocT uHopmauum npu pabote B Cucteme [BO cornacHo
Mpunoxernto 1 k HacToALwmM Mpasunam.

KnueHT 0b6s3yeTcs obecneunTb BbINONHEHWE YKa3aHHbIX Npasun 1 TpeboBaHuin ynofHOMOYeHHbIMK Monb3oBaTensMu.

3.2.18. Mpw pactopxeHun Jorosopa BepHyTb BaHKy nepefaHHble BO BPEMEHHOE MONMb30BaHWE HOCUTENW (MM BO3MECTUTb UX CTOUMOCTb COTMAcHO
Tapudbam BaHka), yaanutb (YHUYTOXMTb) BCE 3K3eMNNspbl nepedaHHoro no Jorosopy nporpamMmHoro obecneyenus Cuctemsl IBO (B Tom uncne CK3N).

3.2.19. He ocywecTBnaTb B OTHOLLEHUN KITMEHTCKOrO NporpaMMHOro obecneyeHus, ero Moaynen n noacuctem, a tawke CK3U:

3.2.19.1. [lexoMnunnpoBaHue u (nn) u3yueHue Kofa, ero MoANMUKaLMIo UK ynyyLLeHue.

3.2.19.2. Mcnonb3osaHue He B cocTase cooTaeTcTByloWwen Cuctemsl [160.

3.2.19.3. Tepepavy TpeTbUM NULIAM Kakux-NMbO NpaB He B cocTaBe cooTBeTCTBYHOWEN Cuctemsl 1BO.

3.2.19.4. He wucnonb3oBath KakuM-nubo 06pa3oM KOMMOHEHTbI, MOZYNM W MOACUCTEMBbI MporpaMmHoro obecneveHuss Cuctembl [JBO B Apyrux
nporpammax ans 3BM.

3.2.20. TMpoBoaUTb NNAHOBY 3aMeHy CeKpeTHbIX krtoyeit Ol 1 COOTBETCTBYHOLLMX UM Kitoden npoBepok M oguH pas B rog.

3.2.21. Bnagenel ceptudpmkata kntova nposepku Al npu nogade Ceptudmkata knmtoda nposepkn Ol Ha BymaxHOM HocuTene obsi3aH ABUTLCS B
BaHk (Punnan Banka), umes npu cebe JOKYMEHT, YAOCTOBEPSIOWLMIA MIMYHOCTL M CODCTBEHHOPYYHO nognucatb 6nank Ceptudmkara B MpUCYTCTBUM
YNONHOMOYEHHOTO COTPYAHMKa baHka.

3.3. Mpasa baHka:

3.3.1. baHk BnpaBe He NPUHSATb K UCNOMHEHWo O[] Mnn He MCMONHUTL NPUHATBIN O[] B criyyasx:

3.3.1.1. Hanuunm comHeHuii B NONTHOMOYMSIX BNaaenbLia cepTudmnkata knova nposepku 3.

3.3.1.2. Mpm nony4eHnm coobLueHMs 0 BO3MOXHOI KoMnpomeTauun kntoueir A B cooTBeTcTBUM ¢ N. 3.2.16. HacToswmx Mpasun.

3.3.1.3. MNpw HecooTBeTCTBMM J[] chopmarty, ycTaHoBNEHHOMY baHkoMm.

3.3.1.4. B vHbIx criyyasx, npeayCMOTPEHHbIX AeMCTBYIOLMM 3aKOHOAATENbCTBOM.

3.3.2. 3anpawwmsatb y KneHTa AOKyMEHTbI NPW BO3HUKHOBEHMM CMOPHBIX CUTYaLuiA Npu ucnonHeHun Jorosopa.

3.3.3. PacToprHyTb B 0OHOCTOPOHHEM nopsake [loroBop npu HapyLueHus KnueHToM ycrnoBuin HacToswmx Mpasun.

3.3.4. baHk BnpaBe 0BHOBNATL KOMMOHEHTLI Cuctembl [1B0.

3.3.5. baHk Brpaee n3meHsTb Tapudbl 3a ncnonb3oBaHue Cuctemsl 50 1 3a npegocTasnsiemble yenyri.

3.4. MNpa.a Knuenta:
3.4.1. KnueHT Bnpase, HO He Yalle Yem 1 pa3 B rog, 0bpatuTbes B baHk ¢ 3asBneHnem o npuoctaHoBneHnn obenyxmeanus cyeta B cucteme 60 B

nopsigke, NpPemycMOTPEHHOM Hactoswmumu Mpasunamu. Mpu 3TOM npuocTaHoBneHue obcnyxueanus cyeta B cucteme B0 He npuocTaHaBnvBaeT
TeyeHve cpoka aencTans kmoda 1. 5
4. TNMOPAOOK NMPOBEPKW SNEKTPOHHOW NOAMNMUCHU
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4.1. TMposepka 3 B 3f, nepenasaembix CtopoHamu [orosopa B Cucteme [1BO, sBnsetcs obssatensHoit 1 ocywectensetca cpeacreamu Ol
aBTOMATMYECKW NPy NOCTynneHnn HobIx [, pesynbTat nposepku A1 xpaHuTbes B nor-chaitne Cuctemsl [BO.

41.1. B Cucreme «MHTepHeT-KnueHT» nposepka Ol npoBoauTCs aBTOMAaTUYECKW, pesynbTaT npoBepk S MOXHO MOMy4nTb, BOCMOMb30BABLUMCH
KHOMKOM B NaHenu UHCTPyMEHTOB «[1poBepka NognMcky y KOHkpeTHoro .

4.2. WcxogHbiMy AaHHBIMK ANS npoueaypbl nposepku Ol sBAstoTCS:

4.2.1. 3[, nepenaHHblii ogHot u3 CtopoH B chopmate Cuctembl B0 1 nognucarHbin ee N1

4.2.2. Ceptudmkat kntova nposepku 3N CTopoHbl, nognucasLuein L.

4.3. Ol B aneKTPoHHbIX JOKyMeHTax, nepefaBaembix CtopoHamu [orosopa B Cucteme B0, npusHaeTcs LeACTBUTENBHON NPU OQHOBPEMEHHOM
COBNIoAeHUM CReayIoLLMX YCIIOBUIA:

4.3.1. Ceptudmkar kntova nposepku A1 3aBepeH YL| baHka.

4.3.2. CepTudmkart kntoya nposepku Il AeCTBATENEH Ha MOMEHT nognucaHus O,

4.3.3. TonoxuTenbHbI pe3ynbTaT NPOBEPKM NPUHAAIEXHOCTY cepTudmKkaTa koya nposepku Al yyactHuky Cuctemsl [50.

4.3.4. TloaTBEPXKAEHO OTCYTCTBME U3MEHEHMI, BHECEHHBIX B O], NOCMEe ero NognmcaHus.

4.4. TMposepka Il gomkHa OCyLLeCTBNATLCA cpeacTBamu M B COOTBETCTBMM C NPaBUIaMM NONb30BaHUS UMM

5. YCNOBWA ONNATbI

5.1. 3a obcnyxusanne B Cucteme 160 cueToB B3uMaeTcsi exemecsyHas aboHeHTCKas nnaTa 3a Kaxabld nogkmtodeHHbId k Cucteme OBO cuet
cornacHo aencteytowum Tapudam baHka.

5.2. Onnara NPoMCXOAUT NyTeM CMUCaHUA AeHeXHbIX cpeacTB co cuyeTa Knuenta. Mpu nogkniovennn k Cucteme 160 HeCKONbKMX CYETOB,
BaHk BnpaBe cnucaTb AeHEXHbIe CPeACTBa C N060oro cueta (CHETOB), HA KOTOPOM(bIX) UMEHOTCA CpeAcTBa.

5.3. B cnyyae HEBO3MOXHOCTM B3MMaHWs (CMCaHWs) NnaTbl 13-3a OTCYTCTBMS CPEACTB Ha cyeTe Knuenta B TeueHne 30 kaneHgapHbix gHei, baHk
Bnpase pacToprHyTb [lorosop. Mpu atom baHk otnpasnset no Cucteme 16O TpeboBaHue 06 onnate 3agomkeHHOCTU. MMpn HesbinoaHeHUM KnneHTom
[AaHHoro TpeboBaHus Mo onnate B TeYeHue S-OHel Co AHS ero HanpaeneHus [loroBop cuntaeTcs pactoprHyTbiM, U KnneHt otkntoyaetca ot Cuctemsl JBO.

6. ®OPC-MAXOP N PUCKW, CBA3AHHbIE C UCOJIb3OBAHUEM 31

6.1. CTOpOHbI 0CBOBOXOAKTCA OT OTBETCTBEHHOCTW 3a YaCTUMHOE WNW MONHOE HEeUCNONMHeHWe 00S3aTenbCTB, €Cnu 3TO HEUCMONMHEHNE SBMMOCH
cnefcTareM o6CTOATENbCTB HENPEOAONMMON CUnbl, @ Takke AENCTBUI U PELUeHUI BbICLUMX FOCYLApPCTBEHHbIX OpraHoB, 3a6acTOBOK, BOEHHbIX AENCTBUN
noboro xapakrepa, BO3HUKLLKX NOCTe 3akmodeHus [orosopa.

6.2. CtopoHa, cchinaroLascs Ha Gopc-MaxopHble 06CTosTENbCTBA, 0053aHa B TeueHne AByX 6aHKOBCKMX AHEN MMCbMEHHO WHAOPMMPOBATL APYryto
CTOpOHY 0 HacTynneHnn NoaobHbIX 0BCTOATENLCTB.

6.3. KnueHT HeceT Bce BO3MOXHbIE HEONAronpusTHoIE NOCNEACTBIS (PUCKK), CBSA3AHHBIE C MCNONB30BAHMEM SMEKTPOHHOI NOANKCH, B TOM YUCHE:

6.3.1. Puckun, BO3MOXHbIE NPU XWLLEHUM UK yTepe CeKPeTHOro Kmtoya Il.

6.3.2. Pucku, BO3MOXHbIE NMPX NOMyYeHUN LOCTYNa TPETBUX NALL K MH(POPMALIMOHHBIM CUCTEMAM, B KOTOPBIX MCTOMb3YETCs CEKPeTHbIN Koy M.

6.3.3. Pucku, BO3MOXHbIE NPYW HeLieneBoM WUCronb30BaHuM cepTudmkaTa kitoya nposepki AN npu NOLNMCAHUM SMEKTPOHHOW NOAMUCHI0 JOKYMEHTOB
OpraHu3aumu.

6.3.4. Pucku, BO3MOXHbIE NPY OTKa3e OT onepaTUBHOro MHAOPMUPOBaHUS KnneHTa o pacxopHbIX onepaLmsix.

7. OTBETCTBEHHOCTb CTOPOH

7.1. OTBETCTBEHHOCTb 3a CoAepXaHue, MOMHOTY W MpaBuUnbHOCTL odopmnenns AL Hecetr CTOpoHa, COCTaBMBLUAS W MOANMCABLUAS YKa3aHHbIN
[LOKyMeHT cBoeit Ol.

7.2. KnueHT HeceT OTBETCTBEHHOCTL 3a ieCTBIS B CucTeMe ynonHOMoYeHHbIX UM Monb3osatenen.

7.3. BaHK He HeceT OTBETCTBEHHOCTM 33 TEXHWYECKOE COCTOSHME KOMMbIOTEpHOro obopynoBaHus KnueHTa, BO3MOXHble TeXHUYEckue nomexu B
TENeqOHHbIX NIMHUSX U (MNK) KaHanax CBsA3W, NPeLoCTaBMsAEMbIX CTOPOHHUMW OpraHu3auusMu (MpoBargepamu CBs3W), NpeKpaLleHne WUCroNb30BaHms
Cuctembl IBO 13-3a OTKNIOYEHNS 3NEKTPOSHEPTW U (UNK) MO MHBIM TEXHUYECKAM NPUYMHAM, He 3aBUCALLMM OT baHka, a Takke 3a nocneacTams, KOTopble
ABNANTCS CNEACTBMEM HENpUMeHeHus KnueHTom mep no obecneyenuio nHchopmaLmorHoi 6esonacHocty npu pabote ¢ Cuctemoir 60.

7.4. BaHK He HeceT OTBETCTBEHHOCTW 3@ MPOBEPKY PErMCTPALMOHHBIX JaHHbIX ykasaHHoro KnueHToM Homepa TenedoHa, B YaCTHOCTM 3a NPOBEPKY
hakTa npuHagiexHocTM Homepa TenecdoHa Knnewty.

7.5. BaHK He HeceT OTBETCTBEHHOCTW 3a [OCTaBKYy M CKOPOCTb nepepadn SMS-coobLLeHWin u (unu) yBeJOMNEHU A NO SMEKTPOHHON MoYTe W He
rapaHTUpyeT coxpaHeHne KOH(MAEHLMaNbHOCTY W LLeNOCTHOCTU NepeaBaemMon C X MOMOLLbK MHGopMaLmK.

7.6. BaHK He HeceT OTBETCTBEHHOCTb 3a YObITKM, BO3HUMKLINE Y KnueHTa BCNIEACTBIUE HEMPUHATUS K UCMIOMHEHMIO UMK NPY 0TKa3e B UcnonHeHnn S,

8. PA3PELUEHUE CNOPOB

8.1. Cnopbl 1 pasHornacus paspeLdatotcs CTopoHamu nyTem NeperoBopoB B pasyMHbIE CPOKY.

8.2. 0OBs3aHHOCTb MO A0Ka3bIBAHWIO 06CTOATENLCTB MOBMNEKLINX BO3HUKHOBEHME YObLITKOB NEXUT Ha CTOPOHE, KOTOPOM 3TW YObITKW NPUYMHEHI.

8.3. Ecrm CTopoHbI He NpuLwin K B3aMMHOMY cornacuio, cnop nepegaetcs B ApbutpaxHbiii cyg PK, npu atom O[] npusHatotes CTopoHamu B kayecTse
[0Ka3aTeNbCTB, HapaBHE C JOKYMEHTaMM Ha DyMaxHbIX HOCUTENSIX.

8.4. OtBeTcTBEHHOCTb 3a [AeilcTBus (De3gencTeue) B pesynbTaTe KOTOPbIX KMOYEBOW HOCUTENb (CekpeTHbIn kmou Jl) cTranm u3BecTeH
HeYNONHOMOYEHHbIM NULaM 1 NOCNEACTBUS Takux AercTBUN (6e3neicTBIS) HeceT BnagdeneL cepTudmkaTa knoya nposepku 1.

9. CPOK IEMCTBUA U NOPALOK PACTOPXEHWUA IOrOBOPA

9.1. [oroBop cuMTaeTcs 3akntoueHHbIM C MOMeHTa nognucaHus ero CTopoHamm U AeicTByeT 4o ero pactopxeHus CTopoHamu.

9.2. B cnyyae oTkmoueHus (CHATUS) BCex c4eToB KnueHTa ¢ obcnyxmuanus no Cuctemam [0, loroBop cuMTtaeTcs pacToprHyThIM.

9.3. Ibas n3 CtopoH Bnpase pacToprHyTb [orosop B ntoboe Bpems, npeaynpeaus 06 aTom apyryto CTOPOHY MUCbMEHHO HE MeHe YeM 3a NATb
KaneHOapHbIX AHe 40 npegnonaraemoil gathl pactopxeHust [oroBopa. o AaTbl pactopxeHust [Joroopa KnueHT o6si3aH onnaTtuTb 3af0imKeHHOCTb
nepen baHkom, BO3HMKLLYIO BCrieacTuMe ucnonHeHus forosopa.

9.4. Mpwn Hecornacun KnueHTa ¢ BHECEHHBIMU U3MEHEHUaMW B Tapudbl baHka [1oroBop cYMTaeTCcs pacToprHyThIM ¢ MOMEHTa NOCTYnneHus B baHk
yBenomneHus KnueHta, HanpaBneHHOro B COOTBETCTBUM ¢ M. 3.2.1.

KNKUEHT:

NHH , Knn
tOpmanyeckuin agpec:
TenedoH:
Plc B «CeBepHbiit HapogHbiit Bark» (AO)

C BbllleyKa3aHHbIMU I'IpaBMnaMM O3HaKOMJ1eH U NOJTHOCTbIO cornaceH

(nognuck) M.M.



Mpunoxexue 1

K Mpasunam «LjucmaHyuoHHo20 6aHK0BCKO20 0BCYXKUSaHUU NO cHemam opUOUYECKUX UL, U UHAUBUAYanbHBIX npednpuHuMameneli»

MpaBuna ucnonb3oBanusi CK3U n 3N

1. O6LLme nonoxeHus

Cpeactea kpuntorpacnueckon 3awmtbl MHcopmauum (CK3WM) npepHasHadveHbl ans nognuck haitnioB 3nekTpoHHol nognucbio (3M1) ¢ uenbto
NOATBEPXAEHNS NMOANMHHOCTW MHpopMaLmn u ee aBTopcTBa (gaHHble CK3WM HasbiBatoTes Takke cpeactBamu Ol) u wmdpoBaHms atux aiinos npu
nepeaave no OTKPLITLIM KaHanam CBs3n 4ns obecneyerns KoHUAEHLMaNbHOCTY.

Mo ncreyenun cpoka aeicteus kntodeit AN KnneHT obsizaH obpatutees B YL baHka ans ux sameHs..

MepenaHHble B pamkax Jorosopa cpeactsa A u CK3M He npegHasHaveHbl ans 0bpaboTky CBEAEHWI, COCTABNSOLWMX rOCYAAPCTBEHHYIO TailHy U He
noAnexar UCMomnb3oBaHMo Ans ux 0bpaboTku.

KnueHt 0bsi3yeTcs ocywwecTBnsaTs ucnons3osanne CK3W B cooteTcTum ¢ HacToswmmm Mpasunamm ucnons3osanns CK3W n 31N v akennyataunoHHo-
TEXHNYECKOI AOKYMEHTaLMeN K Hemy.

KnneHT 06513yeTcs OCyLLEeCTBNSITL XpaHeHWe (aitnos perucTpauym (MPOTOKOOB, XypHAMOB, for-paitnos) CoBbITUI ONepaLOHHON CUCTEMBI U MPUIIOKEHWA,
CK3W (KpunmonnaruHa) 1 7.4. Ha paboumx MecTax, C KOTOPbIX OCyLLEeCTBAANCS AocTyn B Cuctemy, B TeveHne 1 roaa ¢ MOMEHTa nocreaHero AocTyna.

2. Pabora co cpegctamu Ol n CK3U

[nsa pabotbl co cpegctBamu O u CK3W npuenekalTcs ynomHOMOYEHHbIE nULA, Ha3HAYeHHble COOTBETCTBYIOLIMM MPUKA3OM PYKOBOAMTENS
opraHusaumu-KnuenTa. [OmKHOCTHbIE MWL, YNONHOMOYEHHbIE AaHHbIM Mpuka3oM W akcnnyatupytowme CK3W, ucnonbayiowwme cekpeTHble kntouu Ol
(manee - Monb3oBaTenu), HeCyT NEPCOHanNbHYI0 OTBETCTBEHHOCTb 3a: COXPaHEHWE B TaliHe KOH(UAEHLMANbHON MHAOPMALMK, CTaBLLEN UM M3BECTHON B
npouecce pabotbl co cpeactBamn 3l n CK3WU; coxpaHeHue B TalHe copepxanns 3akpbiTbix Kntoven CK3W n cpeacte 3l; COXpaHHOCTL KITOYEBbIX
HocUTEnNer 1 Apyrux 4OKYMEHTOB, BbiAaBaEMbIX C KIHOYEBLIMI HOCUTENAMY.

KnneHT gomkeH obecneunTb yCroBMs XpaHEHUS 1 UCMOMNb30BaHWS KMIOYEBbIX HOCUTENEN, UCKITIYatoLLMe BO3MOXHOCTb JOCTYNA K HAM NOCTOPOHHMX
L, HECAHKLIMOHMPOBAHHOIO UCMONb30BaHNS I KOMMPOBaHUS MHOPMALMK KIKOYEBOTO HOCUTENS 1 Maponeit.

He ponyckaetcs:

a) Pasrnawatb cogepxumoe KiloYeBbIX HOCUTENen WnW nepefasaTtb CaMu HOCWUTENWM NULAM, K HUM He LOMyLIeHHbIM, BbIBOAUTL COAEPXUMOe
KMIOYEBbIX HOCUTENEN Ha AUCNNEN W NPUHTEP, UM KOMMPOBATL €ro Ha Apyrie HocUTenu;

6) BcTaBnaTh KMKOYEBOW HOCUTENb B KOMMbIOTEP MpU NPOBEeAeHWM paboT, He SBMAIWMXCA WTaTHbIMM Npoledypami MCMONb30BaHUS KIOuer
(wndpposanme n (unn) pacumdpoBbiBaHre MHGOpMaLM, npoeepka Al 1 T.4.), a Takke B ApYrMe KOMMbIOTEPbI, HE MpeaHa3HayeHHble 4ns paboThl ¢
Cucremoit ABO;

B) 3anucbiBaTh Ha KIMOYEBOIA HOCUTENB MOCTOPOHHIOK MHEOPMALWID;

r) BHocuTb kakue-nnbo nameHeHus B nporpammHoe obecneyerne (ganee MO) CK3W n cpeacts 3T,

4) cnonb3oaTb bbiBLLME B paboTe KIoyeBble HOCUTENW 415 3anuCh NOCTOPOHHEN NHOpMaLK;

2.1. MNpaBuna akcnnyaTauum n XpaHeHus 3NeKTPOHHOTO naeHTudmkatopa Rutoken.

a) ObeperaliiTe aNeKTPOHHbIN UOEHTUNKATOP OT MEXaHUYECKNX BO3LENCTBIN (MaAEHNs, COTPSICEHUS, BUOpaLmmn 1 T. M.), OT BO3AEACTBIUS BICOKMX W
HM3KNX TEMNEepaTyp, arpeCcCUBHbIX CPef, BBICOKOrO HaMPshKEHWS!; BCE 3TO MOXET NPUBECTY K €ro MOSOMKE.

©) He npunaraite M3NWULHUX YCUNWIA NPW NOLCOEAMHEHUM YCTPOICTBA K NOPTY KOMMbIOTEPA.

B) He pgonyckante nonafaHnsl Ha SNeKTPOHHbIA uaeHTUdmkaTop (0COBEHHO Ha ero pasbem) mbinu, rpasu, Bnarv v T. n. Mpu 3acopeHnn pasbema
NpUMUTE Mepbl ANS UX O4UCTKMA. [INs O4MCTKM KOpnyca W pasbeMa YCTPOWCTBA UCMONb3yMTe CyXyto TkaHb. cnomnb3oBaHne opraHYeckux pactBoputenei
HeaonycTUMO.

r) He pasbupaitte 3anekTpoHHbIi uoeHTudmkaTop! Takne AecTBUS MOTYT MPUBECTW K MOMOMKE KOpNyca, a Takke K Nopye Miu NONoMKe 3MEMEHTOB
NeYaTHOro MOHTaXa U, Kak CnesCTBME, K HEHaAEXHO paboTe Unn BbIXOAY U3 CTPOSt CaMoro UaeHTUdMKaTopa.

n) Paspeluaetca nogkniouate maeHTMAMKATOP TOMbKO K ucnpaBHOMy obopygoBaHuto. [Mapametpsl USB nopta [OMXHbI COOTBETCTBOBATH
cneyndmkaumm ans USB.

e) 3anpelyaeTcs uUcnonb3oBaTb AfMHHbIE nepexopHuku wnm USB xabbl 6€3 JOMOMHUTENbHOrO NWUTaHWs, MOCKOMbKY M3-3a 3TO0 Ha BXOA,
npegHasHayeHHbI Ans uaeHTUdmkatTopa, MOXeT No4aBaTbCs HECOOTBETCTBYHOLLEE HaNpsKeHue.

X) 3anpeLLaeTcs U3BneKaTb SMEKTPOHHBIA UOEHTU(MKATOP M3 NOpTa KOMMbIOTEPa, ECIIM Ha YCTPOWUCTBE MOPraeT WHAMKATop, MOCKOMbKY 310 0603Ha4aeT
paboTy ¢ faHHbIMM U NpepbiBaH1e PaboTbl MOXET HETaTUBHO CKa3aTbCsl Kak Ha [aHHbIX, Tak M Ha paboTocnocoBHOCTI naeHTUdMKaTopa.

3) 3anpeLLaeTcs OCTaBNATb MOEHTU(MKATOP NOAKMIOYEHHBIM K KOMMbIOTEPY BO BPEMsl Mepesarpyskil, yXoda B CMAWMIA UMW KOYLLMIA PEXUMBI,
MOCKOMbKY B 3TO BPeMs BO3MOXHbI nepenagbl HanpsxeHus Ha USB nopTe w, kak cneacTeue, BbIxog YCTPOWNCTBA U3 CTPOS.

1) 3anpeLlaeTcs 0CTaBIsATb MAEHTU(MKATOP NOAKMHYEHHBIM K KOMMbIOTEPY, Korga HeobxoaumocTb B pabote ¢ 3l n CK3U otcyTeTyer.

k) PekomeHayeTcs oTknouath apyre USB ycTpoitcTea Ha Bpemsi paboThl C 9MeKTPOHHbIM MaeHTUdnkatopoM. bonbluoe konuyectso USB ycTpoicTts
MOXET NPUBOAMTb K 3HAYUTENBHBIM U3MEHEHUSM B pexumax nutaHnss USB nopToB komnbloTepa W, kKak CrefctBue, K BbIXOAY M3 CTPOSI SMEKTPOHHbIX
NOEHTU(UKATOPOB.

n) B cnyyae HemcnpaBHOCTY UIK HENPaBUMBLHOTO PYHKLIMOHUPOBAHMS ANEKTPOHHOMO MaeHTUdMKkaTopa obpalanTecs B YL baHka.

3. ObecneyeHme MHGOpMaLMOHHON 6e3onacHOCTH Ha paboyeM mecTe

KnueHT 06s13aH obecneunsats besonacHoe yHKUMoHMpoBaHue CK3W B cooTBeTCTBMM C nepeaaHHoi emy gokymeHTauuen CK3W u cnegytowymm
TpeboBaHuamm no 6e30nacHoOCTy:

C uenblo 3aWwpuTbl OT Yrpo3, CBA3aHHbIX C NOSIBNIEHWEM B CETW VIHTEPHET NOXHbIX (hanbCUULMPOBaHHBIX) PeCypCcOB, MMUTUPYIOLLMX MPOrPaMMHbIN
nHTepdeiic Cuctemsl B0, Heobx0aMMo oCyLLECTBNATL AOCTYN K HEW TOMbKO NO ykasaHHoMy B [oroBope URL-agpecy.

3awpTa MHhopMaLMM OT HeCaHKUMOHMpoBaHHOrO focTyna (aanee HC[) pomkHa obecneumBaTbcst HA BCEX TEXHONOrMYeckux aTanax obpaboTku
WHEbOpMALMM W BO BCEX peXMMaX (PYHKLMOHUPOBAHNS, B TOM YWCTe NPY NPOBEAEHUN PEMOHTHbIX W pernameHTHbIX pabor.

3awwra uHcbopmauum ot HCl gomkHa npegycmaTpuBaTth KOHTPONb addekTUBHOCTU cpeacTs 3aimtbl oT HCI. 310T KoHTponb MoxeT ObiTb nnbo
nepuoanyeckiM, NMbo NHMLUMPOBATLCS NO Mepe HeobX0AUMOCTM NONb30BaTeNeM UMK agMUHUCTPATOPOM 6E30MacHOCTM.

MpaBom poctyna k pabouum Mectam ¢ ycraHoBneHHsIMU CK3W gomkHbl obnapath TONMbKO OnpefeneHHble Ans aKkcnnyatauuy nuua, npollealve
COOTBETCTBYHOLLYO NOATOTOBKY.

[Mpn pa3meLLeHm TEXHUYECKMX CPEACTB C ycTaHoBNeHHbIM CK3W:

a) [omkHbl ObITb MPUHATBI MEPbI MO UCKMIOYEHWNIO HECAHKLMOHMPOBAHHOrO AOCTYNa B MOMELLEHWUS, B KOTOPbIX pa3MeLleHbl TEXHUYECKMe CPeLcCTBa C
yctaHoBneHHbIM CK3W, NOCTOPOHHIX MWL, MO POLLY CBOEI AESATENBHOCTI HE SBASIOLLMXCS NEpPCOHAroM, A0MyLUEHHbIM K paboTe B TUX MOMELLEHMSX.

©) BHYTpeHHsAs nnaHWpoBKa, pacrnonoXeHne M YKOMMIEKTOBAHHOCTb paboumx MeCT B MOMELLEHWSX AOMKHbI 0BecneumBaTtb UCMOMHUTENAM paboT
COXPaHHOCTb JOBEPEHHbIX UM KOH(UAEHLMAMNLHBIX AOKYMEHTOB M CBEAEHWIA, BKMIOYAS KNIOYEBYIO MHGOPMALIO.



Mpodomxerue Mpunoxerus 1
K lpasunam «[JucmanyuoHH020 6aHKOBCK020 0BCTYKUBaHUU NO cYemam puduYecKuX nuy u UHOUsUOyarnbHbIX npednpuHuMamenels
Mpw ycTaHoBKe nporpamMmHoro obecneyenns CK3U cneayer:

a) Ha TexHuyeckux cpeacteax, npeaHasHayeHHbIx ans pabotel ¢ CK3W ncnonb3osath T0MbKO nuueHanoHHoe M0 dupm-usrotoutenei.

6) Ha 3BM He gomkHbI ycTaHaBNMBaThCA cpeacTsa paspabotku M0 v oTnagumku. Ecnn cpeactsa 0Tnaaku NPUNOXEHWIA HYXHbI AN1S1 TEXHONOMNYECKIX
noTpe6HOCTEN OpraH13aLmm, To UX UCMONb30BaHWe JOMKHO BbiTb CaHKLMOHUPOBAHO agMUHUCTPaTOPOM He30nacHoCTH.

Mpw aTOM BOMXKHBI ObITb Pean13oBaHbl MepbI, UCKMIOYaILLME BO3MOXHOCTb UCMOMNb30BaHUS 3TUX CPEACTB ANs pefakTupoBaHus koga 1 namst CK3U
1 npunoxexni, ncnonbaytolmx CK3W, a takxe gns npocmotpa koga v namstn CK3U 1 npunoxenni, ncnonbayrowmx CK3W, B npouecce 06pabotkn CK3N
3aLLMLLAEMON MHGOPMALWK 1 (Vn) MPX 3arpyXXEHHON KIToYeBO MHGopMaLmm.

B) MpenycMoTpeTb Mepbl, UCKNIYaloLLMe BO3MOXHOCTb HECAHKLIMOHMPOBAHHOTO He 0BHapYXMBaeMOro M3MEHEHUs annapaTHON 4acTW TEXHUYECKMX
CPeLCTB, Ha KOTOPbIX ycTaHoBNeHbl CK3W (Hanpumep, nyTem oneyaTbiBaHNs cUCTEMHOTO Oroka 1 pasbemos IBM).

r) MO, ycranaenueaemoe Ha IBM ¢ CK3W, He pomxHO cogepkaTb BO3MOXHOCTEN, MO3BONAIOLMX: MOAMDULMPOBATL COAEPXKMMOE MPOU3BOIBHBIX
obnacreit namsTh; MoandULMPoBaTh COBCTBEHHBIN KOZ W KOL APYriX NOANPOrpamMM; MOAUGULMPOBaTL NaMsiTh, BbIAENEHHYIO 4NS APYrAX NOANPOrpaMM;
nepefiasatb ynpaerede B 06nacTb COBCTBEHHbIX AAHHbIX M [aHHbIX [PYrvX MOAMPOTPaMM; HECAHKLMOHNPOBAHHO MOAWMDULMPOBaTL ainbl,
cofepxalie MCnonHseMble Kogbl MPU MX XPaHEHUM Ha XECTKOM AMCKe; MOBbIWATb NPeAOoCTaBrneHHble NPUBWUNEruu; MOLUGUUMPOBATL HACTPOWKN
onepauuorHoi cuctembl (aanee OC); ncnonb30BaTh HeLOKYMEHTMPOBaHHbIE (upmoii-paspaboTumkom dyHKumm OC.

n) PekomeHayeTcs nepuoamnyecki NpoBepsATb Ha OTCYTCTBME annapaTHbIX 3aKnafok annapatypy, Ha KOTopoi ycTaHaenusaetcs u pabotaet CK3W.
Heo6xoaMMocTb Takux NpoBEPOK ONPEAENSAETCS PELLEeHNeM PYKOBOACTBA SKCMyaTUpYHOLLEN OpraHv3aLum.

Mpw opranmsauum pabot no 3awumte uHcopmauum ot HCL] Heobxogumo yunTbiBaTh cnegytoline TpeboBaHus:

a) Heobxoammo paspabotatb M NpUMEHUTL NOAMTUKY Ha3Ha4YeHWs M cMeHbl naponeit (ans sxoga B OC, BIOS, npu wudposaHuu Ha napone u T.4.),
1ncnonb3oBaTh ULTPLI Naposier B COOTBETCTBUM CO CeAyIOLWMMM NpaBunamm:

- ANKHa napons AormkHa GbiTb He MeHee 8 cMMBOIOB;

- B YMCre CUMBOMIOB Napons 00513aTenbHO AOMKHbI MPUCYTCTBOBATH DYKBbI B BEPXHEM U HUKHEM PerucTpax, Ludpbl 1 cneumansHsle cumeonsl (@, #,
$,&* %utn);

- Naponb He JOMKEH BKMOYaTh B CEDS NErko BblYMCRSEMble COYETAHUS CUMBOMOB (MMeHa, hamunii v T.4.), @ Takke ODLLENpUHATLIE COKPALLEHMS
(USER, ADMINnt.0.);

- NPV CMeHe Napons HOBOE 3HaYeHWe JOIMKHO OTNNYATLCS OT NPEAbIAYLLEro He MeHee YeM B 4-X No3nLMsX;

- NIMYHBIA Naporb NoMb3oBaTeNb He MMeeT npaea coobLLaTb HUKOMY;

- NEPUOLNYHOCTb CMEHbI MAPONS ONpeaenseTcs NPUHATON NONUTUKON 6e30MacHOCTY, HO HE JOMKHA NPeBbILLATL 6 MecsLeB.

Yka3aHHas nonutuka obsiaatenbHa Ans BCex y4eTHbIX 3anucen, 3apernctpupoBanHbix B OC.

©) Cpeacteamn BIOS pomkHa 6biTb MCKItoueHa BO3MOXHOCTb paboTel Ha OBM ¢ CK3W, ecnu Bo Bpemsi ee HayambHOW 3arpysku He mpoxopsT
BCTPOEHHbIE TecTbl. AQMUHUCTpaTOp 6e30MacHOCTK JOMKEH CKOHAUIYpUpOBaTb OnepaLMOHHYI0 CUCTEMY, B CPeAe KOTOpON NNaHWpyeTcs UCnonb3oBaTth
CK3MW, 1 ocyLecTBnsATL NEepUOANYECKUI KOHTPOMb CAeNaHHbIX HACTPOEK B COOTBETCTBIN CO CReayoLLMmMmu TpeboBaHNaMU:

- He ncnonb3osartb HecTaHAapTHbIE, M3MEHEeHHbIe unv oTnagoYHble Bepcumn OC.

- WckniounTb BO3MOXHOCTB 3arpy3ku M ucnonb3osaHus OC, 0TNMYHON OT NpesyCMOTPEHHON LTaTHON paboToi.

- VckniounTh BO3MOXHOCTb YAANEHHOO YNpaBReHusl, aaMUHNCTPUPOBaHUs 1 Mogudmkauun OC 1 ee HaCTpoex.

- Ha 3BM gomxkHa 6bITb yCTAaHOBNEHA TOMBKO OAHA ONEpaLMoHHas cucTema.

- Mpasom ycTaHoBkw 1 HacTpomkn OC n CK3W gormkeH obnagath ToNbKo agMuHucTpaTop 6e3o0nacHocTy.

- OC pomkHa ObITb HacTpoeHa Tonbko A5 pabotbl ¢ CK3W. Bee Heucnonbayemble pecypebl CUCTEMbI HEOBXOANMO OTKITHOUMUTL (MPOTOKOMbI, CEPBUCHI 1 T.1.).

- Pexxmbl 6e3omacHocTy, peanuaosaHHble B OC, SOMKHbI ObITb HACTPOEHbI HA MAKCUMasbHBIA YPOBEHD.

- Bcem nonb3osatensm v rpynnam, 3apeructpupoBaHHbiM B OC, He06X0AMMO Ha3HauNUTb MUHUMAIBLHO BO3MOXHbIE ANt HOpManbHOM paboThl npasa.

- Heobxogumo npegycMoTpeTh Mepbl, MakCUManbHO OrpaHU4MBaloLMe AOCTYN K CRELYIOWMM pecypcaM CUCTEMbl (B COOTBETCTBYHOLIMX YCHOBMSX
BO3MOXHO MOMHOE yaaneHue pecypca Unm ero HeUcnonb3yeMoil YacTm): CUCTEMHbIA PEECTp; (halinbl U KaTanoru; BpeMeHHble haimbl; XypHanbl CUCTEMBI;
haiinbl nogkayky; kawmpyemast uHcopmaums (maponm v 7.0.); 0TnagouHas uHdpopmaums.

- [omkHO BbITb UCKMIOYEHO NonagaHue B CUCTEMY NporpamM, MO3BOMNSIOLLMX, NONb3ysich olwmbkamu OC, noBbILATL NPEAOCTaBMEHHbIE MPUBUIETUN.

- Heobxogumo opraHu3oBaTb M WUCMONb30BaTh KOMMMEKC MEPONPUATUIA aHTUBMPYCHOM 3alluuTbl (BKIoYalowmin B cebs yCTAHOBKY aHTUBUMPYCHOrO
NporpammHoro obecneyeHus).

- Heobxopnmo perynsapHo yctaHaBnueaTh nakeTsbl 06HoBReHus 6esonacHocT OC (Service Packs, Hot fix u 7.n.), 06HOBNSITL aHTMBMPYCHbIE Basbl, a
Takke uccnenoBatb MHGOPMALMOHHBIE PeCypChl MO BOMPOCAM KOMMbIOTEPHOA 6e30MmacHoCT C Lenblo CBOEBPEMEHHOM MUHUMW3ALMW OMaCHbIX
nocneacTBuMin OT BO3MOXHOTO Bo3aencTans Ha OC.

- Mpu ncnonbsosaHun CK3WM Ha IBM, noakntoueHHbIX K 0BLLEeA0CTYNHBIM CETAM CBS3U, C LieMblo CKMOYeHUst BO3MOXHOCTY HeCaHKLMOHUPOBaHHOTO
[0CTyNa K CUCTEMHbIM Pecypcam UCMonb3yemblX OnepaLMOHHbIX CUCTEM, K IPorpaMMHOMY 0BecneyeHnto, B OKpYKeHuU KoToporo gyHKuuoHupyoT CK3W, n
k komnoHeHTam CK3/ co CTOpOHbI yKkasaHHbIX CETel, AOMKHbI MCNOMb30BATLCA AOMONHUTENbHbIE METOAbI M CPeLCcTBa 3aliuThl (Hanpumep: yCTaHOoBKa
MeXCeTeBbIX 9KpaHoB, opraHusauuns VPN n 1.n.).

4. [leincTBus B cnyyae komMnpomeTawum kntoyern 3Nl

KnueHT camocTosTensHo onpegenset akT KoMnpoMeTaLun npuHaanexallero emy cekpetHoro krtoda 3. MeponpusTis no posbicKy 1 nokanvsavmm
MOCNeACTBMIA KOMNPOMeTaLmMU KOHMAEHUManbHON MHdopmaummn, obpabatbiBaemoit ¢ nomolbio cpeacte CK3WM u 3l B MHOPMALMOHHBIX CHUCTEMAX,
npuHaanexawux KnueHty, opraHuayet cam KnneHt.

Mpn komnpomeTauum cekpeTHoro kntova Ol KnnewT [OmkeH HemenneHHO npekpaTuTb BCe PaboTbl, CBS3aHHble C nepefayeit [OKYMEHTOB B
3NEKTPOHHOM BAe MO KaHanam CBSi3u, 1 coobwuTb B baHk 0 dakTe komnpomeTauun. MHdopmaums 0 KoMnpoMeTaLmun MOXET nepeaaBaThest No TenedoHy
WM HENOCPEACTBEHHO ynonmHomouyeHHomy nuuy YL Banka. He nosgHee 1 yaca mocne mocTynneHust cOoOLUEHMS O KOMMpOMETauuu kiroua, OymyT
3abnoK1pOBaHbl ANeKTPOHHbIE AokyMeHTbl B Cucteme [BO, nognucaHHble cKOMMPOMETUPOBaHHBIM CcekpeTHbIM kntodoM O KnuenTa. lMpogomkeHue
pabotbl B Cucteme [J5O BO3MOXHO TOMbKO NOCNE 3aMeHbl CKOMNPOMETUPOBAHHbIX KNHOYENA.

[ns reHepaumu HOBbIX CekpeTHbIX kmtover Ol Bnageney cepTucukata kntoda nposepku 31, y koToporo Gbinu ckomMnpomeTUpoBaHbl kntoun 3,
JomkeH obpatutbCst K ynonHomoueHHoMmy nuudy YL Bauka, npepocTtaBuB 3asBnenue o6 oT3biBe cepTudpmkata (MpunoxeHne 5) n AOKYMEHTHI,
YAOCTOBEPAIOLLWE FIMYHOCT.

C HacTosLLMMY NpaBunaMm 03HakoMNeH(a), Ux CoaepXaHne MHe NMOHATHO:

« » 20 r. / /

nodnucs ono




OBASATEJNIBCTBA
BnagenbLa cepTudukata kntoda nposepku Al u CK3U

A,
ono
OBA3YIOCb:
HE pasrnalluatb KOH(bVI,EI,eHLl'MaJ'IbHy}O VIH(*)OpMaLl'VIIO, K KOTOpOﬁ MME A0onyck, py66>|<|/| €€ 3allnTbl, B TOM YUCne ceedeHna o
KPUNTOKIOYaXx;

cobniogatb TpeboBaHus k obecneyeHnto 6e3onacHoCTH KOH(MAEHLManbHOM MHchopMaLmm ¢ ucnonb3osaHnem CK3U;

coobwatb B YOOCTOBEPSOLWMIA LEeHTP baHka W HenocpeaCcTBEHHOMY PYKOBOAWTENKD MO MeCTy paboTbl O CTaBLIMX MHe
N3BECTHBIMM NOMbITKAaX NOCTOPOHHIX N, NONy4uUTh cBeaeHust 06 ucnonbayembix CK3W unm knoueBbIx JOKYMEHTAX K HUM;

coatb CK3W, aKcnnyaTauMOHHYI0 W TEXHWYECKYID AOKYMEHTAUMIO K HWUM, KIHOYEBbIE OOKYMEHTbI NPWU YBOMBHEHWM MMM
OTCTPaHEHUM OT UCMOMNHEHNs 0653aHHOCTEN, CBA3aHHbIX C Ucnonb3oBaHem CK3M;

HEMEANEHHO YBeAOMUTL YAOCTOBEPSIOWMA LEeHTP baHka 1 HenocpeaCTBEHHOMO pykoBOAUTENS MO MecTy paboTbl O dhakTax
yTpatbl unn Hepoctayn CK3W, KknioueBbIX LOKYMEHTOB K HUM, KIHOYEN OT MOMELLEHWA, XPaHWUNWLL, IUYHBIX neyaTein u o Apyrux
(hakTax, KOTopble MOryT MPUBECTU K pasrfialleHuo 3alluLLaeMblX CBEAEHUI KOHPMAEHUMANBHOMO XxapakTepa, a Takke O NpU4MHax 1
YCINOBMSIX BOSMOXHOM YTEUKM TaKUX CBEAEHNN.

£ npepynpexaeH(a), 4To B Cnyyae HapyLleHUs AaHHbIX 00S3aTenbCTB S HECy OTBETCTBEHHOCTb COMMACHO LEeNCTBYHLLEMY
3aKOHOAATeNbCTBY; KO MHE MOryT ObiTb MPUMEHEHbl agMWHWUCTPATMBHLIE MEPbI, B TOM YMCMe MpeKpalleHne OTHOLIEHWA C
ncnonb3oBaHneMm CK3W, a B cnyyae npuumHeHus matepuanbHoro yulepba baHky — Mepbl maTepuarnbHOM OTBETCTBEHHOCTU B
COOTBETCTBUM C AECTBYIOLM 3aKOHOLATENbCTBOM.

£ npeaynpexaeH (a) u 0co3Hato, YTO M3rOTOBNEHNE, Nepedaya (COobIT) TPETbUM NMnLamM cepTudmkara knoya nposepku 3l u
CK3W, «knoyeBOro HOCWTENs, a TaKKe WHbIX TEXHWYECKUX YCTPOWCTB, KOMMBbIOTEPHbIX MpOrpaMM [Ans HernpaBOMEPHOro
OCYLLECTBNEHUSI Onepaunin C AEHEXHbIMU CPeacTBaMW Ha CYeTe (ax), BMEYET YrorioBHY OTBETCTBEHHOCTb, MPEAYCMOTPEHHYIO
[eiACTBYIOLLMM 3aKOHOAATENLCTBOM, B TOM uncne cT. 187 YK PO.

MoaTBepkaato NPUHATME Ha cebs ykasaHHbIX Bhille 0053aTeNnbCTB, UX COAepKaHe MHe MOHSTHO.

«_» 20_T. / /

(nodnuce)

Bropoit ak3emnnsp 06s3atensCTs nonyymn(a):

«__» 20 . / /

(nodnucek)







K 3asieneHuro Ha nodknYeHuUe pacyemHo20 cyema k Cucmeme AucmaHyUOHHO20
baHK08CK020 06CTyXUBaHUS OM 18.11.2022 eoda

AKT NPUEMA-NEPEOAYHU

r. MockBa « » roga

«CeBepHbll HapoaHbin BaHk» (akunoHepHoe 0BLiecTBO), MMEHYeMOe B AanbHeiwem «baHky, B nuue [upektopa
cdunuana B r. Mocksa Mcakoea W.B., ¢ 0QHOM CTOPOHBI, 1

NMeHyeMblii B AanbHenwem «KnueHT», C ApYrod CTOPOHbI, COCTaBUIM HACTOSLMA akT O TOM, 4TO baHk npowssen
NOAKMIOYEHNE K CMCTEME SMEKTPOHHOTO PacYETHO-KAacCOBOrO 06CMyxXMBaHMA «MHTEpHET-KnueHT», a KnueHT npuHsn
NOAKMIOYEHME, COTNacHO 3aKIiYeHHOMY Mexay cTopoHamu [loroBopy O «[ucTaHuMoHHOM 6aHKOBCKOM 0BCRyXuBaHMM MO
CYETaM OPUANYECKNX MWL U MHAMBUAYANbHBIX NPeanpUHUMATENeny.

BaHK yBeOMNSET O BO3MOXHOW YrONOBHOW OTBETCTBEHHOCTM YMOSHOMOYEHHbIX nuu, obnagatoLmx LOCTYnoM U
NpaBOM MOMb30BaHWS CUCTEMOM AWUCTAHLMOHHOrO OGaHKOBCKOTO OOCMyXMBaHWS, 3a CObIT 3MEKTPOHHbIX CPEACTB,
9NEKTPOHHbIX HOCUTENEN MHDOPMALMK, TEXHWUYECKUX YCTPOWNCTB, KOMMLIOTEPHLIX MPOrpaMM, NpeaHasHa4YeHHbIX ans
HenpaBOMEPHOro OCYLLECTBNEHNS NpueMa, Bblaayn, nepeBoga AeHexHbIx cpeacts (c1.187 YK PO).

BaHk ocyLLecTBU perncTpaumio cneayrowero knto4esoro Hocutens B Cucteme «MHTepHeT-KnneHT» 1 nepeaan ero
B UCMPaBHOM COCTOSHUM KIEeHTY:

KntoyeBon HocuTenb , NpefocTaBeHHbI baHkoMm

KntoyeBon HocuTerb , MpyHagnexawmin Knuexty

bank nepenan, a KnueHT npuHsn:
PekBW3nTbI NEPCOHanbLHOro napons — 1 wr.

CTOpOHbI NPETEH3MIA APYT K APYrY HE UMEHOT.

MpuHan: Mepegan:

«CeBepHbIn HapoaHbiin bank (AO)

/ / / Wcakos U.B. /
M.I. M.I.




